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INSIGHT 9

DATA COLLECTED

ABOUT CHILDREN
COULD RESHAPE THEIR
LIVES IN THE PRESENT
AND FUTURE

Jurisdictions are expressing concerns about children’s privacy as Al technologies become
more ubiquitous. Pervasive data collection in childhood could offer new opportunities for
accessibility and education, but also worsen existing vulnerabilities, erode privacy, and
reshape adult lives in the future.

TODAY

Young people are a particularly vulnerable group with
regard to data privacy.' Their sense of self and ability

to make decisions are still developing. Healthy child
development involves the ability to experiment and make
mistakes without severe and lasting consequences.
More jurisdictions are exploring how to protect children’s
data and privacy rights and address challenges around
meaningful consent.?




Cases are growing of malicious actors using children’s data in ways that impact
on their mental health and wellbeing. Critics point to how major tech companies
capture attention and revenue through addictive user experiences® and dark
patterns.* Dark patterns are a type of web or app design that can be used to
influence your decision making when you are using an app or navigating through a
website — for example, by intentionally making it difficult to cancel a service.® Social
media algorithms exacerbate issues related to negative body image.® Generative
Al has been implicated in the circulation” and development® of child sexual abuse
materials, both real and Al-generated, by adults and children.

Parents have extraordinary scope to both gain and offer visibility into their
children’s private lives. For example, keylogger apps can let parents see not
only messages a child sent, but also messages they typed but decided not to
send.® Parents can also share their children’s private information with others.
Some manage revenue-generating child influencer accounts that routinely share
personal information and images of their children. These accounts are sometimes
openly followed by pedophiles, who benefit from platform policies that reward
engagement.©

Unwanted “data” shadows could follow children into adulthood. Whether data
is shared by parents or collected by platforms or devices," it may create a “data
shadow” that follows children throughout their lives.” This data shadow can begin
before birth — for example, when parents use DNA testing services to learn about
their children’s genetic susceptibility to diseases® As these vast troves of data
can be stored indefinitely, future Al systems could draw on them to make new
inferences about individuals as they grow into adults.

Schools are collecting ever more information about students, using third-party
software and Al analysis tools. Since the pandemic, use of student management
apps has grown exponentially in daycares, elementary schools, and high schools in
Canada. For example, an estimated 70% of elementary schools use Class Dojo. Its
privacy policy states it may share data with third-party service providers including
Facebook and Google

Data breaches have affected children and youth in Canada and beyond. In 2024,
school photos of 160 students in Alberta were stolen when hackers accessed the
cloud storage provider of a school yearbook company.® Ransomware gangs have
targeted US public schools, releasing sensitive student data on mental health,
sexual assaults, and discrimination complaints® In 2023, ransomware attacks
affected institutions such as Toronto’s Sick Kids Hospital;"” Family and Children’s
Services of Lanark, Leeds and Grenville;" and Ontario’s Better Outcomes Registry
& Network, in which 3.4 million health records were breached.®

Corporations and NGOs hold a large amount of sensitive data about youth,
which can be vulnerable to breach. Private parental control apps have been
breached, exposing monitored children’s data.?° In 2023, TikTok?', Microsoft??,
and Amazon?3 were fined for children’s privacy violations in various jurisdictions.
As a non-governmental organization, Kids Help Phone — which holds the largest
repository of youth mental health data in Canada?* — reports conducting a privacy
impact assessment?® and aggregating and anonymizing its data.?®



FUTURES

The opaque sale, circulation, and analysis of children’s data
will become more common, begin much earlier in life, and

be put to unforeseen uses in the future. The number of data-
collecting devices children interact with — at home, school, and
beyond — will increase (see Insights 7 and Insight 8). Some of
these devices could be more vulnerable to breaches of sensitive
information.?’

Al-powered monitoring technologies could become more
important, but could also be subverted. Parents could look

to Al-powered monitoring technologies to help control their
children’s online activities and gatekeep increasingly complex
informational and media environments.?® However, young
people could also develop increasingly sophisticated means of
evading parental control.

Children and youth could inhabit more highly personalized
media environments. Entertainment content and advertising
could increasingly be generated or curated by personalized Al
companions. Sub- and fan cultures could become increasingly
personalized and politicized. Feelings of social isolation could
become more prevalent, as well as reduced social cohesion.
Some young people may become disillusioned with invasive
Al-powered technologies and opt to spend more time offline.
However, given the pervasiveness of Al this might not be an
option in the future.

The market for youth data may become more competitive as
concerns around youth data privacy increase. This could lead
tech companies to develop more insidious ways to extract and
trade youth data. The age cut-off for being seen as a “child”
could differ in different contexts. Data could have to be released
when a child attains the age of majority.?° Age verification
technologies,*® like those currently being used in some US
states for pornography websites,® could be more widely used to
protect youth from predatory adults and adult-only spaces.

Despite the many concerns they raise, new Al-enabled
technologies could also collect data in ways that support
accessibility.>? They could be used to develop individualized
learning tools that help students progress at their own pace.
They could also enhance the quality of pediatric health care
by assisting in diagnosis, patient monitoring, and precision
medicine.®3



IMPLICATIONS

’ Today’s children could face more frequent and
devastating data breaches throughout their lives

’ These breaches could result in forms of identity
theft that lead to financial loss or the release of
sensitive personal information

’ Re-identification of anonymized personal data
could become easier as data breaches become
more routine and technologies advance — data
that seems private today may not be tomorrow

’ Lax restrictions could lead to data being used to
make Al-mediated inferences about youth that
affect their relationships and access to jobs,
credit, or insurance in both childhood
and adulthood

’ Increased use of parental control technologies

could lead to undue surveillance and loss of
privacy and autonomy for children

Al could make it more challenging for parents
to identify problematic or harmful content, or
easier for youth to conceal their engagement
with it

If awareness of issues related to children’s
data privacy increases, more developers could
be required to launch child-specific apps and
platforms that are held to higher privacy
standards®* or consider issues such as mental
health and addiction
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