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AlI-DRIVEN
SMART ENVIRONMENTS
EVERYWHERE

Many products could be sold with Al as a default, creating “smart” environments that can
learn and evolve to adapt to the needs of owners and users. It may be difficult for people to
understand the capabilities of smart environments, or to opt out of them.
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Researchers and industry may need more data about the physical world to train more advanced
Al. Al that collects real-time information on its physical surroundings is referred to as embodied Al (see
Figure 2).* Al can be embodied in anything from smart phones to household devices or human-like
robots. When connected to sensors and given mobility, Al can interact with people and physical
spaces, for example by opening doors or summoning elevators.® As giving Al a body can allow

it to learn from interacting with the world much like humans do, it may represent a path toward
developing more advanced Al.®

It is becoming more difficult to understand the capabilities of devices in our surroundings. Some
devices are referred to as ‘robots’ despite having no Al capabilities.” Other devices can have multiple
Al functions. For example, tourists can rent Al-powered e-bikes that can give a guided city tour.® Bird
watchers can buy Al-powered binoculars that identify wildlife.®

Older devices can often be retrofitted with new capabilities in ways that are not obvious from the
outside. For example, an Al kit can make an existing tractor fully autonomous.® Security cameras that
have been in operation for a long time can be connected to facial recognition software."

From Artificial Intelligence to Ubiquitous Computing

Al in objects is gaining various capabilities from the mundane to the powerful, with some
devices operating independently and others collaborating to create a seamless experience.
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Edge Devices
Located near data sources
and end-users, they can
process data without sending
it to the cloud, they can also
serve as a link to a broader

Active Perception

The ability of an Al agent to
actively control how it
perceives its surroundings,
like zooming or changing a
camera position or walking

Ubiquitous Computing
Integrates connected micro-
processors into everyday
objects so that computing is
made to appear anytime and
everywhere.

communicate, coordinate,
collect and exchange data.

network. over to get a better view.
Internet of Things (loT) t Embodied Al
Network of devices that Al systems with a physical

form that allow it to learn
from and adapt to
surroundings.

These include objects,
robots, vehicles and more.

Tiny ML

Tiny Machine Learning uses
lighter Al models that run on
small, low-power devices.
Tiny ML empowers loT
devices with artificial

intelligence.

Figure 2. From Artificial Intelligence to Ubiquitous Computing
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FUTURES

In the future, more Al-powered devices may be found in more
settings, from workplaces to leisure spaces and dwellings. It
may become impossible to avoid interacting with these devices.
The number of loT (Internet of Things) devices could reach

75 billion by 2025, more than doubling in four years' and the
global Al software market could grow roughly fivefold®™ from
2022 to 2027.

Device manufacturers could be incentivized to add Al
capabilities to more devices either as a selling feature or

to collect data. Data can be useful not only to generate new
revenue streams but also to train new models. This could be
especially relevant if embodied Al proves useful in building next-
generation frontier Al models, or if companies reach the limits of
existing quality training data.* For example, by deploying a fleet
of smart cars a company could use data on the city landscape,
traffic, and the behaviour of pedestrians to train even more
powerful Al models.

Everyday devices could end up having more powerful Al
capabilities than needed. It may be easier to equip a device
with an off-the-shelf, general-purpose Al, such as ChatGPT

or Copilot, than to customize a model with more targeted
functionality. Smart devices could become the default in new
homes, ready to adapt to new owners or tenants. Devices could
be sold with certain features locked behind a pay-for-access
model, as was seen with the Amazon Ring,”® and with Tesla,®
and Mercedes" cars.

General-purpose Al could become standard in a way that
increasingly blurs the lines between consumer product
categories. For example, smart watches and fitness trackers
have raised concerns that they might occupy a regulatory

grey zone between medical devices and low-stakes consumer
products.® The Agara home sensor can be used for everything
from controlling lights to providing security surveillance or
detecting falls.® The appearance of such objects may not clearly
signal their capabilities. Human-like robots may have eyes that
can see through walls, for example — or the same sensors could
be entirely hidden.
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’ People could require new skills to navigate Al-
powered spaces. Manufacturers may need to use
new kinds of labelling or instructions to disclose
the capabilities of their Al devices in a way that
allows consumers to make informed decisions

’ People unwilling or unable to engage with Al-
powered spaces may find themselves unable
to access certain services

’ Insurance companies could encourage some
kinds of Al monitoring or demand it as a
condition of coverage.?® For example, facial
recognition to confirm the identity of a driver to
reduce auto theft

’ The rights and interests of individuals could
come into conflict in new ways. For example,
wearing smart glasses in public spaces or
sending a robot to pick up groceries could
challenge privacy rights. Trust is needed to
ensure that the devices are not collecting

IMPLICATIONS

the likeness of people without consent.?’
Property owners could install Al-powered
devices to protect their investment or help with
maintenance. Tenants may find themselves in a
smart home with services they do not want or
settings they cannot change

Smart environments could change advertising
strategies. It could become routine for Al-
enabled devices to nudge users with
personalized advertisements in real-time. For
example, smart cars may reroute drivers towards
certain businesses and encourage them to stop
to make a purchase
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