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Rather than a few large Al models running on cloud-based supercomputers, future Al
models could be diverse and customized, some of them running on small, local devices
such as smartphones. This could make regulation and control more complicated and multiply

cybersecurity risks.

TODAY

Improvements in Al training and compression techniques are allowing
smaller, less resource-intensive Al models to become more capable. The
size of an Al model is often used as a shorthand for its power, capability,
and quality. While the largest models are often the most powerful and
capable, Al developers are releasing smaller, compressed versions derived
from larger models. This allows the smaller model to retain most of the
performance of the larger model while also allowing it to be much smaller,
less energy demanding, and run on less powerful hardware! This has led
smaller, newer models to outperform older and larger models. For example,
Phi-3, which was released in early 2024 and has only 3.8 billion parameters,
has comparable performance to GPT-3.5, which was released in late 2022
with 175 billion parameters.? Companies including Meta® and Mistral* have
released open-source Al models that rival ChatGPT’s performance but can
run on a laptop. Researchers in the field of TinyML are developing Al that is
smaller and can run on less powerful devices to enable the “smart” Internet
of Things (loT). For example, the Raspberry Pi, a credit card-sized computer
popular with programming and computer engineering enthusiasts, can now
run a suite of Al models including facial recognition.®
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Model size

The size of an Al model is
determined by how many
parameters it has.

Parameters are variables in

an Al system whose values
are adjusted during training.
Smaller models can have
parameters nhumbering in the
millions or fewer, while larger
models can have more than
400 billion.




FUTURES

We may see thousands of different

Al models capable of running locally

on every type of digital device, from
smartphones to tiny computers.® These
models could be developed by amateurs,
startups, or criminals. They could be based
on open-source models and customised
for different purposes through training on
widely accessible datasets. For example,
Venice Al is a web-based Al service, built
from a handful of open-source Al models,
that allows users to generate text, code,

or images with little to no guardrails and

is sold as ‘private and permissionless.”

As Al models of different sizes become
more widely deployed, this may give rise
to an ecosystem of Al models with various
degrees of interoperability. Small models
could interact with large, cloud-based,
publicly accessible models, leveraging their
power to perform tasks or learn (see Figure
1). Such small, localized models may lack
safety measures and be deployed broadly
without the knowledge of any authority.

Al ECOSYSTEM

Example of how Al models could work together
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Figure 1. Al Ecosystem, an example of
how Al models could work together



’ Regulations focused only on large Al models ’ By analysing data locally, on-device Al models

may not be effective® could help individuals protect their data and
privacy
’ Open-source Al could allow the circulation of
models which are problematic, whether because ’ Small businesses could customise their own
they incorporate bias, lack safety measures, or Al tools to better meet their needs®

facilitate illegal activities® o _
’ Compatibility between Al-enabled devices could

’ It could be hard to track bad actors training or provide users with more options but also create
running small but powerful Al models cybersecurity vulnerabilities”
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