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Foreword

Over the past several years, we have seen the biodigital convergence—
the merging of biological and digital technologies—mature and

give rise to new realities. It is no longer a future concept. Itis a present
reality that could influence multiple policy areas and demand our
immediate attention.

Progress in this domain is enabled by three fundamental pillars:
data, genomics, and critical systems. These pillars are not just
supporting but actively shaping the trajectory of the world in which
we live. Together, they could transform the economy, society,
the environment, and governance globally.

This report builds on our previous work in this area: Exploring Biodigital
Convergence and Biodigital Today and Tomorrow. It delves into

the key pillars of the biodigital convergence and aims to provide
a comprehensive understanding of the biodigital landscape

and what changes could arise in the future.

Policy Horizons Canada (Policy Horizons) does not provide policy
recommendations or advice. Guided by its mandate, it aims to help
the Government of Canada develop future-oriented policy and
programs and prepare for possible radical and disruptive change.

We hope you find this work insightful and thought-provoking. By
reflecting on what might happen, we can support people in Canada
and decision-makers in considering which futures we want and
which ones we want to avoid.

On behalf of Policy Horizons, | would like to thank those who generously

shared their time, knowledge, and thoughts with us.

Kristel Van der Elst
Director General,
Policy Horizons Canada
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The Biodigital Convergence

) D D Introduction

Biological and digital systems are coming together in profound ways,
creating a new domain called the biodigital convergence. Digital
technology and living things are increasingly able to communicate
and interact with each other. Digital technology can be embedded
into living organisms, and biological components can be
incorporated into new technologies.

The biodigital innovation space is changing quickly. Some countries—such as Israel and
the United States—started investing substantial public funds into biodigital research and
development as well as biomanufacturing sectors, after identifying them as strategically
important for sustainable growth and future economic competitiveness. In March 2023,
the United States White House Executive Order On Advancing Biotechnology and
Biomanufacturing helped establish clear national objectives in areas such as human
health, agriculture innovations, and climate change solutions. International organizations
such as the International Electrotechnical Commission have been considering whether to
standardize options for biodigital innovations. According to their research, the biodigital
convergence could contribute to United Nations Sustainable Development Goals like
zero hunger, innovation and infrastructure, and climate action.

In addition to offering potential benefits, the biodigital convergence could also impose
new challenges and dilemmas. Bioalternatives may disrupt established industries in
ways that could affect countries’ competitiveness. Human augmentation capabilities
may lead to unintentional discrimination and inequality. International alliances could emerge
to prevent countries from pursuing genetic engineering experiments, with potential
consequences that could cascade across borders.
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https://innovationisrael.org.il/en/report/bio-convergence
https://www.whitehouse.gov/briefing-room/presidential-actions/2022/09/12/executive-order-on-advancing-biotechnology-and-biomanufacturing-innovation-for-a-sustainable-safe-and-secure-american-bioeconomy/
https://www.whitehouse.gov/briefing-room/presidential-actions/2022/09/12/executive-order-on-advancing-biotechnology-and-biomanufacturing-innovation-for-a-sustainable-safe-and-secure-american-bioeconomy/
https://www.whitehouse.gov/wp-content/uploads/2023/03/Bold-Goals-for-U.S.-Biotechnology-and-Biomanufacturing-Harnessing-Research-and-Development-To-Further-Societal-Goals-FINAL.pdf
https://etech.iec.ch/issue/2023-01/understanding-bio-digital-convergence
https://www.iec.ch/dyn/www/f?p=103:186:0::::FSP_ORG_ID,FSP_LANG_ID:27561,25
https://www.npr.org/sections/health-shots/2023/03/06/1158705095/genome-summit-gene-editing-ethics-crspr

Introduction

Our previous reports—Exploring Biodigital Convergence (February 2020) and Biodigital
Today and Tomorrow (May 2022)—investigate possible capabilities and characteristics of
the biodigital convergence, how it might disrupt specific sectors, and related policy
implications and uncertainties.

The present report builds on this thinking and focuses on three key pillars of the biodigital
convergence—data, genomics, and critical systems. These pillars support changes that could
influence technological progress, particularly related to the biodigital convergence. This
report also explores policy implications that could affect multiple policy areas simultaneously.

We may be approaching a new era in which governance and regulatory frameworks include
and target biodigital innovations. Thinking through such a potential transition, evaluating
possible risks, and harnessing opportunities from the biodigital convergence could benefit
Canada and the world.
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Key pillars of the biodigital convergence

Key pillars of the

biodigital convergence

Data, genomics, and critical systems are three key pillars that may
influence how the biodigital convergence could evolve in the future.

Each key pillar depends on the others. Together, they could transform

the economy, society, the environment, and governance globally.

The way these key pillars interact may heavily influence technological progress of the
biodigital convergence. Recognizing their value might help countries and firms identify
the challenges and risks, as well as the strategic assets that they could use to
maximize the benefits of the biodigital convergence.

D 1 Data

Datais the raw material fueling the digital
economy and may have the same impact
on the bioeconomy. Data such as
biometrics—including states of health and
physiology—and genome sequences may
create value in sectors like healthcare,
food, biodiversity conservation, and
security. For example, biometric data could
improve virtual healthcare services and
provide ecologists with vital biodiversity-
tracking databases for conservation
efforts. Biometric data may also transform
personal or organizational decision making
by identifying issues or trends.

Technological advances and the ongoing
reductions in genome sequencing cost
may speed up the digitization of biology
and create a large amount of data from
living organisms. It may accelerate the
growth of the data economy as more
people, animals, plants, and microorganisms
could have their genome sequenced,
stored, and shared in databases. Much like
data collected by digital platforms such

as search engines or social media websites,
biological and biometric data are raising
concerns in terms of privacy, access,
collection, storage, sharing, assessment,
and protection.
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https://en.wikipedia.org/wiki/Biometrics
https://www.unite.ai/diagnosing-mental-disorders-through-ai-facial-expression-evaluation/
https://news.mongabay.com/2020/04/bold-project-hopes-to-dna-barcode-every-species-in-costa-rica/
https://news.mongabay.com/2020/04/bold-project-hopes-to-dna-barcode-every-species-in-costa-rica/
https://www.healthitoutcomes.com/doc/how-genomics-is-set-to-change-clinical-decision-making-0001
https://www.wired.com/story/the-era-of-fast-cheap-genome-sequencing-is-here/
https://blogs.nvidia.com/blog/2023/02/24/how-ai-is-transforming-genomics/

The Biodigital Convergence

) 2 Genomics

Genomics is the study of gene structure
in organisms. It aims to uncover the
structure and function of genes and related
products like proteins. Genomics is a vast
scientific field that goes beyond the human
genome to include plants, animals, and
microorganisms.

Genomics supported by artificial intelligence
(Al) and big data analysis could accelerate
our understanding of how complex
biological systems naturally evolve and
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modify an organism’s deoxyribonucleic
acid (DNA). Genomics could also help us
understand how gene-editing technologies
might modify an organism’s DNA. The
broad spectrum of genomics of all living
beings is raising questions about how to
use scientific knowledge. It is also raising
questions about research and development
collaboration and partnerships that could
emerge at the international level.


https://www.genome.gov/about-genomics/fact-sheets/A-Brief-Guide-to-Genomics
https://medium.com/@khang.pham.exxact/how-the-healthcare-and-genomics-industry-innovates-with-machine-learning-and-ai-43c5f83ef3d6
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC9104788/

} 3 Critical systems

Critical systems such as biofoundries
and biomanufacturing facilities

are essential in supporting research
and development as well as production
capacity related to the biodigitial
convergence. Biofoundries are
multidisciplinary research labs used

to craft specialized genetically modified
organisms (GMOs) for industrial
bioprocesses. They bring together big
data analysis, Al, robotics, bioengineering
software, 3D printers, and genomics
expertise. Biomanufacturing facilities
use specialized GMOs and precision
fermentation to produce high-value
proteins, enzymes, and even animal cells
in large bioreactors or fermenters.

Key pillars of the biodigital convergence

The use of digital technologies has
accelerated over recent years, increasing
the capabilities of synthetic biology. For
example, despite limited industrial scaling
capacity for biomanufacturing, innovative
biomaterials made from synthetic biology
and 3D printing provide alternatives

to existing resources produced by mining,
petrochemical, forestry, and agriculture.
Over the coming years, the biodigital
convergence may transform production
methods and supply chains.
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https://academic.oup.com/synbio/article/6/1/ysaa026/6039187
https://cirano.qc.ca/en/summaries/2023RP-03
https://sifted.eu/articles/europe-techbio-startups-problem-bioreactors
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Cross-cutting policy implications

iImplications

Emerging biodigital technologies could disrupt current production

and consumption methods, cause ethical debates, and transform

the regulatory landscape of many sectors. The rapid pace of biodigital

innovation is pushing some governments around the world to

develop policy frameworks that lay out their goals for the future

bioeconomy. These frameworks include three key pillars of the

biodigital convergence—data, genomics, and critical systems.

Each pillar has its own regulatory
frame-work. The effectiveness of those
frameworks may reduce uncertainty around
biodigital goods and services development,
and affect public perception of biodigital
innovations. The way these pillars interact
may also lead to opportunities for
governments and industries.

These interactions could lead to cross-
cutting policy implications under different
economic, geopolitical, and social
conditions. Considering these potential
implications could help decision

makers minimize the risks of the biodigital
convergence and identify strategic
assets that could be used to maximize
the benefits.

The possible policy implications presented
below were selected for the range of
futures they offer as well as their relevance
to policy making. They are not predictions,
and do not represent expected or desired
futures—nor is this list exhaustive.
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The Biodigital Convergence

Local production
and supply chains

Biodigital technologies could increase
bioproduction capacity and transform
local supply chains, strengthening
vulnerable global supply chains that
face disruption and trade wars.

Increased bioproduction capacity could
facilitate scaling local production of goods
such as food, pharmaceuticals, and
materials. At a sub-national or national
scale, there could be opportunities to use
technologies like lab-grown meat using
cultured cells and precision fermentation
to improve food resilience. This could
present opportunities to shorten supply
chains, protect against shocks from
extreme weather events or geopolitics,
and improve preparedness for crises
such as pandemics.

On the other hand, there is a risk that
biotechnological substitutes could shift
economic value away from countries and
regions that earn wealth from natural
resource extraction. This could decrease

14

their competitiveness and revenue. A
shift in food production to urban farms,
for example, could negatively affect
rural areas. More widely available
bioalternatives in areas such as forestry,
fisheries, agriculture, and mining may
harm Canada’s natural resources sector.

Biodigital threats

The dual-use nature of biodigital
innovations, like gene editing and DNA
synthesis, together with Al could

put both individuals’ safety and national
security at risk.

New biomanufacturing techniques and
the greater integration of biological

and digital systems may give rise to concerns
about product safety, contamination,

or pollution.

Increasingly, concerns may not be limited
to large-scale laboratories with highly.
qualified personnel. Innovation could come
from small-scale local labs and amateurs.

It may be difficult to know when a biodigital
innovation—such as a medical device or
an organism—has the potential to be
weaponized. Law enforcement agencies
may lack the capacity to monitor what

is happening.

Biodiversity can be monitored using
technologies such as environmental
DNA (eDNA) that collect DNA from air,
soil, or water in natural environments.
While this could be used to detect and
track animal populations or dangerous
pathogens, the same technologies
could also collect human DNA in urban
environments. This might raise consent
and privacy issues. Automated and remote
biosurveillance of human populations



https://www.thecity.nyc/brooklyn/2023/1/26/23572070/city-hall-biotech-hub-brooklyn-navy-yard
https://www.bcg.com/publications/2022/synthetic-biology-is-about-to-disrupt-your-industry
https://www.nytimes.com/2022/06/27/science/crispr-gene-editing-10-years.html
https://cdnsciencepub.com/doi/10.1139/bcb-2021-0504
https://www.nature.com/articles/s42256-022-00465-9
https://carnegieendowment.org/2020/11/20/blessing-and-curse-of-biotechnology-primer-on-biosafety-and-biosecurity-pub-83252
https://carnegieendowment.org/2020/11/20/blessing-and-curse-of-biotechnology-primer-on-biosafety-and-biosecurity-pub-83252
https://www.labiotech.eu/in-depth/biosecurity-synthetic-biology/
https://www.frontiersin.org/articles/10.3389/fbioe.2021.703735/full
https://tjaglcs.army.mil/mlr/targeting-mr.-roboto-distinguishing-humanity-in-brain-computer-interfaces
https://en.wikipedia.org/wiki/Environmental_DNA
https://en.wikipedia.org/wiki/Environmental_DNA
https://theconversation.com/environmental-dna-how-a-tool-used-to-detect-endangered-wildlife-ended-up-helping-fight-the-covid-19-pandemic-158286
https://theconversation.com/you-shed-dna-everywhere-you-go-trace-samples-in-the-water-sand-and-air-are-enough-to-identify-who-you-are-raising-ethical-questions-about-privacy-205557

that monitor biological threats to public
health could lead to backlash from the
public at large.

The growth in wearables and implants
that monitor physical and mental health
could make users more vulnerable

to cyberattacks that target the devices
themselves or the companies providing
digital services through the devices.
Military technologies developed to
enhance human capabilities, such as
gene editing, implants, or prosthetics,
may find their way into consumer

markets and into the hands of civilians.

This could follow a similar path to the
Internet, which was once a closed
system and is now available to everyone.
Some of these devices could be hard to
detect and put public safety at risk.

Intellectual property

and open-source
innovations

Intellectual property (IP) systems may

be vulnerable to open-source innovation

and biomanufacturing that can replicate
traditional products and materials
at low cost.

Cross-cutting policy implications

IP is a key component of biodigital
innovation. For example, it is integral to
the development of hardware like
bioreactors and 3D printers, and of
products like genetically modified yeasts
that produce specific substances
through fermentation. However, not
all IP is proprietary. Open-source
initiatives are also emerging and leading
to the development of low-cost tools
that facilitate access to technologies
and drive innovation.

It may be difficult to reach global
consensus on how models of IP and open
science can coexist. There may be
uncertainty about the ability to patent
living organisms produced using open

source biodigital technologies, techniques,

or data. Similarly, it may be challenging

to patent products created by generative

Al, where human intervention is minimal.

Commercial products could be developed
using bioprospecting—the search for
genetic information from species. This
practice could lead to issues when
only DNA sequence data, rather than

physical samples, are needed to enable

an organism native to one country to
be economically exploited in others.
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https://www.theregreview.org/2022/12/17/cybersecurity-vulnerabilities-in-medical-devices/
https://theconversation.com/from-bioweapons-to-super-soldiers-how-the-uk-is-joining-the-genomic-technology-arms-race-159889
https://www.virgin.com/virgin-unite/latest/a-world-class-medical-centre-opens-for-ukrainians-wounded-by-war
https://www.pewresearch.org/internet/2022/03/17/ai-and-human-enhancement-americans-openness-is-tempered-by-a-range-of-concerns/
https://www.pewresearch.org/internet/2022/03/17/ai-and-human-enhancement-americans-openness-is-tempered-by-a-range-of-concerns/
https://slate.com/technology/2017/04/the-synthetic-biology-community-is-divided-on-intellectual-property.html
https://www.researchgate.net/publication/368654923_Open_Source_and_Synthetic_Biology_Openness_the_Translation_of_DNA_into_Informatic_Formats_and_Vice_Versa
https://cirano.qc.ca/en/summaries/2023RP-03
https://www.cbc.ca/news/business/cannabis-genetic-biotech-patents-gmo-1.4854746
https://academic.oup.com/synbio/article/6/1/ysab001/6146421
https://www.forbes.com/sites/johncumbers/2023/05/18/healthcare-incentives-have-gone-all-wrong-can-crypto-daos-and-nfts-fix-them/
https://perma.cc/BJ39-R3ML
https://www.pharmaceuticalonline.com/doc/how-to-navigate-the-patenting-challenges-of-ai-assisted-drug-discovery-0001
https://www.osler.com/en/resources/regulations/2023/can-ai-be-an-inventor-on-a-patent-or-author-of-a-copyrighted-work
https://onlinelibrary.wiley.com/doi/full/10.1111/jwip.12151

Biological data

digital technology
biometric data

Data is the key to unlocking biodigital
innovations and advances that could
transform life for the better, such as finding
new cancer therapies. But the more
important biological data becomes, the
greater the risk of policy dilemmas. For
example, there may be a need to allow
service providers access to data to enable
research and development, while also
protecting people’s privacy.

Growing demand for genetic testing could
create new markets for the analysis of
biological data. Companies that have
access to genomic data about potential
customers could gain a competitive

advantage in terms of goods and services.

Without adequate governance to protect
privacy, issues could arise over the
right to use biological data in different
circumstances. Risks include accidentally
sharing the DNA information of close
genetic relatives, such as siblings and
children, with third-party actors without
these relatives’ consent. An organization
that collects DNA information could
create a genetic profile not just of the
person who voluntarily shared, but also
their relatives.

Future advances in genomics could allow
DNA database services to draw new_
conclusions from DNA sequenced in the
past. This could be problematic if users
have not consented to their DNA being used
to generate new insights when they signed
up for a particular DNA testing service. The
digitization of biological data such as DNA
and their use on online platforms could result
in ongoing privacy issues over a lifetime,
and for many generations.



https://www.nature.com/articles/s41587-022-01309-y
https://futureiot.tech/abi-research-forecasts-strong-demand-for-biometric-hardware/
https://www.bbc.com/future/article/20230602-are-we-entering-the-era-of-personalised-medicine
https://www.forbes.com/sites/cognitiveworld/2019/04/01/the-rise-of-genetic-testing-companies-and-dna-data-race/?sh=42f7ce2afbfe
https://www.bloomberg.com/news/features/2021-11-04/23andme-to-use-dna-tests-to-make-cancer-drugs
https://leaps.org/scientists-doubt-whether-dna-based-dating-apps-can-help-users-find-love/particle-3
https://www.nytimes.com/2021/12/27/magazine/dna-test-crime-identification-genome.html
https://blog.genomelink.io/posts/10-things-you-can-do-with-your-dna-results
https://www.sciencenews.org/article/new-human-pangenome-biology-dna-diversity
https://www.sciencenews.org/article/new-human-pangenome-biology-dna-diversity
https://blog.genomelink.io/posts/sites-like-gedmatch

Cross-cutting policy implications

Ecosystem
wellbeing

A global shift to biomanufacturing could
reduce the need for natural resources and
create opportunities to repurpose land,
restoring and protecting ecosystems

and making them more resilient.

New biodigital technologies could boost the
restoration of ecosystems. Technologies
such as eDNA and Al could improve capacity
to measure and track biodiversity and

the value of ecosystem services, as well

as predict the impacts of proposed
development on nature. This could improve
the environmental assessment process
and reduce the impact of human activities
on the environment.

Biodigital innovations and products that
use advanced carbon-storing methods
could support climate change mitigation
and adaptation. Biodigital innovations used
for bioremediation could create new ways
to decontaminate brownfields.

However, some innovations—such as gene
drives that allow actors to introduce
highly inheritable genetic traits into animal
or insect populations—could also pose
threats to ecosystems. Once genetically
modified living beings are released in

an area, there may not be a clear method
of reversing that act. Concerned
communities that may be affected by
genetic modifications to the ecosystem
could help identify ways to minimize or
mitigate these risks. They may hold
valuable knowledge of their ecosystem
and may share concerns on the impact
to their environment.
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https://www.popularmechanics.com/science/green-tech/a40231102/lab-grown-wood/
https://en.wikipedia.org/wiki/Environmental_DNA
https://www.sciencedaily.com/releases/2023/07/230727144204.htm
https://www.sciencedaily.com/releases/2023/07/230728170635.htm
https://www.frontiersin.org/articles/10.3389/fbioe.2022.897231/full

The Biodigital Convergence

Cross-border
governance

Biodigital technologies may not be
developed or used at the same rate,
or follow the same standards across
the globe. Inconsistencies in the
governance of biodigital technologies
may lead to cross-border conflicts
and limit collaboration in innovation.

Even if a country puts measures in place
to monitor bioinnovations, it may also
need to monitor the innovations that cross
its borders from other countries that
may have different controls. Potential
risks include GMOs spreading in nature, or
biological data held in offshore data centres
that are exploited by foreign actors.

Different approaches to sharing information
and coordinating limits on research across
jurisdictions may be considered. Unless
there is consensus on what is and is

not allowed, medical tourism may rise—
for example, some people could travel

18

to jurisdictions with different rules,
hoping to boost their capabilities through
gene-editing technology. People travelling
overseas to access experimental
procedures or to obtain medical devices
could return with issues that could create
pressure on local healthcare systems.

@000 000000000000000000000000000000 00 00

Bias and inequality

Genetics could act as a basis for
discrimination, whether intentional or
unintentional, creating new forms

of inequality.

Countries could use genetics to
discriminate. For example, greater use
of DNA profiling in areas like immigration
and law enforcement could raise new
risks of human rights violations. Private
companies such as insurers and
employers could discriminate in new
ways based on DNA data. New identity-
based movements related to genetics
may emerge and spread racism and
other forms of prejudice.



https://crispr-gene-editing-regs-tracker.geneticliteracyproject.org/
https://www.technologyreview.com/2019/08/01/133932/crispr-baby-maker-explored-starting-a-business-in-designer-baby-tourism/
https://www.theonlinecitizen.com/2023/02/28/banning-genetic-enhancement-technologies-will-only-encourage-medical-tourism-and-worsen-social-inequality/
https://www.theguardian.com/world/2022/sep/05/china-collecting-dna-samples-from-across-tibet-says-rights-group
https://theconversation.com/why-insurers-are-wrong-about-canadas-genetic-non-discrimination-law-81380
https://www.forbes.com/sites/tomspiggle/2020/08/11/the-legality-of-dna-testing-in-the-workplace/?sh=3267a3c76fb5
https://humgenomics.biomedcentral.com/articles/10.1186/s40246-022-00391-2
https://humgenomics.biomedcentral.com/articles/10.1186/s40246-022-00391-2
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC7087058/

Genetic discrimination could also be
unintended. Biological data that does not
represent population diversity could skew the
innovation process. This could create new
forms of inequality and exclusion. For example,
just as Al trained on biased data maintains
bias, if a portion of the population is more
likely than others to have their DNA sequenced,
innovation based on that DNA could
disproportionately benefit that group.

Unethical research and development,
conspiracy theories, mis- and
disinformation, and unsupported excitement
about biodigital innovations could weaken
trust in biodigital technologies, and lead

to an unequal distribution of associated
benefits and risks.

Trust in biodigital technologies may

be difficult to earn or maintain, given their
novelty, potential for dual use, historical
considerations, and the ethical concerns
they are raising.

Cross-cutting policy implications

Trust may be challenged in many areas,
such as: the use of Al diagnostics instead
of human doctors; medical technologies
like nanobots delivering medicine inside the
body; new services to alter the human
genome; and biological data collection by
public or private actors with a questionable
track record.

Good intentions behind research and
development are not enough to ensure the
general public’s adoption and acceptance
of biodigital innovations. The public’s trust
in the actors who provide goods and
services is also important. For example,
much like controversies in the nuclear
energy or petrochemical industry affected
trust in entire sectors in the past, the
reputation and regulation of the actors
proposing gene drives could heavily
influence whether these new technologies
are accepted. The public’s trust in biodigital
innovations and services could greatly
depend on the governance framework
meant to protect public interest, encourage
social cohesion, and curb market failure.
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https://ajp.psychiatryonline.org/doi/10.1176/appi.ajp.2021.21111107
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Labelling regimes

Consumers of biodigitally produced
goods and services like food or healthcare
may be confused if there is a lack

of standardization for their ingredients
or processes, leading to different
interpretations of certain words

or concepts.

Companies and governments could use
ambiguous or misleading communication
strategies to gain a competitive advantage
on global markets. For example, they could
use marketing that promotes unproven
claims such as the low environmental
impact of their food product comparedto a
conventional one. Such strategies may

be deployed to appeal to specific consumer
interests or market segments.
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New biodigital products and services
could be differently regulated at the global
level, and some countries could use
labelling requirements to discriminate
against those products and services as

a protectionist measure. Biomanufactured
products made via gene editing or synthetic
biology could trigger right to know
movements demanding more labelling
transparency. There may be calls not only
to indicate whether a product was
genetically engineered, but also what
gene-editing technique was used in its
production. For example, CRISPR is only
one of many gene-editing techniques that
itself has several variations, each with
specific uses.


https://www.investopedia.com/terms/g/greenwashing.asp
https://www.agriculture.com/is-lab-grown-meat-s-carbon-footprint-bigger-than-retail-beef-7554073
https://www.agriculture.com/is-lab-grown-meat-s-carbon-footprint-bigger-than-retail-beef-7554073
https://en.wikipedia.org/wiki/Right_to_know

Literacy and training

Biodigital innovations could become more
common and the innovation process
more accessible, requiring new literacies
and research training for the general public.

Finding ways to improve scientific literacy
on biodigital matters could reduce the

risk of harmful uses of biodigital technologies
and help prevent the spread of mis-
information and conspiracy theories.

Affordable research equipment combined
with open science are supporting the
growth of do-it-yourself bio, a social
movement in which people with little
biology training experiment with genetic
engineering research tools. The rise

of business models that offer benefits

in return for sharing DNA data reveals

Cross-cutting policy implications

the importance of fostering better
individual decision making through
scientific literacy. For example, individuals
may not understand the potential risks

of misused biological data. They may also
not understand how to use information
about themselves to improve their health.

Much like a makerspace is a public
facility that offers people access to tools
like 3D printers and laser cutters, public
biofoundries could provide synthetic
biology and computer-aided design
software. Citizen scientists, having some
biodigital knowledge and experimenting
in biofoundries, could increase the pool
of expertise to support a local and
regional bioeconomy.
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https://fr.wikipedia.org/wiki/Makerspace
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Biodigital impacts

Biodigital impacts on policy areas

on policy areas

The possible cross-cutting policy implications listed in the

previous section may affect some policy areas more than others.
Table 1 summarizes these possible impacts.

Table 1. The policy areas most affected by the biodigital convergence

IMPLICATIONS

OF THE BIODIGITAL
CONVERGENCE

Local production and
supply chains

POLICY AREAS

+ Agri-food production and consumption
» Food security

- Trade competitiveness and protectionism

Biodigital threats

+ Food security
+ Public health emergency preparedness

- National security and defense

Intellectual property
and open-source
innovations

+ Biomanufacturing
+ Research and Development (R&D)

+ Trade competitiveness and protectionism
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The Biodigital Convergence

IMPLICATIONS

OF THE BIODIGITAL POLICY AREAS
CONVERGENCE

Ecosystem wellbeing + Climate change adaptation and resilience

+ Biodiversity conservation

Cross-border + Biodiversity conservation

governance ) )
- National security and defense

+ Trade competitiveness and protectionism

Trust - Public health emergency preparedness
* Mis- and disinformation

* Privacy

Labelling regimes - Agri-food production and consumption

+ Health and safety risks of consumer products

Literacy and training * Biomanufacturing
+ Mis- and disinformation

*R&D
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Conclusion

Conclusion

The biodigital convergence may bring many opportunities to solve a
range of challenges, such as those stemming from climate change, food
security, supply chains, biodiversity loss, and disease. Several
governments around the world have already created policy frameworks
and adopted strategies to grow biomanufacturing capacity and be
competitive in the new bioeconomy.

The three key pillars of the biodigital convergence—data, genomics, and critical systems—
may interact and substantially influence technological progress. Thinking about these
pillars may help identify strategic assets; and using those assets could help maximize
the benefits and identify risks of the biodigital convergence.

As the biodigital convergence continues, biodigital production methods and services may
accelerate. While this may have the potential to solve important global challenges, it could
also create risks. Accelerated data collection may threaten privacy, consent, and human
rights. Bias embedded in biodigital products and services may lead to discrimination, whether
intentional or not. Synthetic biology may result in irreversible changes to ecosystems and
threaten traditional ways of living. Finally, the dual use of biodigital production methods
may endanger national security.

Exploring the links between seemingly unrelated policy implications could provide an
opportunity for multidisciplinary collaboration to address these issues. Conversations
that involve various stakeholder groups could enable a careful balance between
economic and societal wellbeing while navigating the possible risks and opportunities of
the biodigital convergence. This may help pave the way to a sustainable, prosperous,
and safe future for Canada.
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